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Have you implemented sufficient legal and technical controls to secure data residing in your network?
Do you know which laws can be used to punish intruders who break into your network?

Will the measures you take to protect your network comply with privacy and electronic surveillance laws?
For most organizations, an effective information security policy is vitally important. In some instances, it
is a legal requirement. For anyone whose duties include securing data from unauthorized access, use and
destruction, Information Security Law: Control of Digital Assets is essential reading.

ENCYCLOPEDIC COVERAGE OF THE TECHNOLO-
GIES THAT PROTECT YOUR NETWORK — AND THE
LAWS AND POLICIES THAT BOLSTER THEM

Comprehensive in scope, Information Security Law:
Control of Digital Assets provides you with a working
knowledge of the technologies used to generate, store,
transmit, protect and compromise data.  It also thor-
oughly examines the legal issues raised both by efforts
to secure networked computer systems and by the
failure to do so.  

Topics covered include:

• Assessing and certifying the effectiveness of internal
controls that ensure the accuracy of data used to
generate financial reports

• Developing policies and procedures that protect
the privacy and security of consumers’ personally
identifiable information

• Satisfying the Gramm-Leach-Bliley Act’s privacy
and safeguards rules requiring financial institutions
to secure their systems

• Implementing policies and procedures that protect
credit data and prevent crimes such as identity theft

• Complying with Health Insurance Portability and
Accountability Act (HIPAA) restrictions on the use
of individually identifiable health information

• Understanding state and federal laws that provide
remedies for unlawful acts that damage computer
systems

• Conducting lawful electronic surveillance and
avoiding liability when implementing information
security policies, monitoring computer systems, and
complying with disclosure requests

• Protecting intellectual property, restricting third
parties from using proprietary business methods
and software, and identifying goods and services
offered in cyberspace

A COMPLETE FRAMEWORK FOR PROTECTING
VITAL INFORMATION

Whether your goal is to protect digital assets released
into the wilds of cyberspace or to ensure that you have
an adequate plan for responding to security incidents,
Information Security Law: Control of Digital Assets will
help. For lawyers, compliance officers, network admin-
istrators, and anyone who oversees the preservation
and use of networked data, this essential new book will
make a difficult job much easier.

DISCUSSION OF ALL
RELEVANT LAWS AND
REGULATIONS
Information Security Law:
Control of Digital Assets
examines the impact of:

The Sarbanes-Oxley Act

The Federal Trade
Commission Act

The Gramm-Leach-Bliley Act

The Fair Credit Reporting Act

The Fair and Accurate Credit 
Transactions Act

The Health Insurance
Portability and
Accountability Act

The E-Government Act

The Federal Information
Security Management Act

The Computer Fraud and
Abuse Act

The USA Patriot Act

The Wiretap Act

The Electronic Communications
Privacy Act

The Stored Communications
Act

The Pen Register and Trap
and Trace Devices Act

The Communications
Assistance for Law
Enforcement Act

The Digital Millennium
Copyright Act

and more…
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ORDER 
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